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Sensor Networks

Application-oriented Wireless Sensor Networks (WSNs) promises to be
one of the most useful technologies of this century. However, secure
communication between nodes in WSNs is still an unresolved issue. In
this context, we propose two protocols (i.e. Optimal Secure Path (OSP)
and Sub-optimal Secure Path (SSP)) to minimize the outage
probability of secrecy capacity in the presence of multiple
eavesdroppers. We consider dissimilar fading at the main and wiretap
link and provide detailed evaluation of the impact of Nakagami-m and
Rician-K factors on the secrecy performance of WSNs. Extensive
simulations are performed to validate our findings. Although the
optimal scheme ensures more security, yet the sub-optimal scheme

Rician-K Factor

proves to be a more practical approach to secure wireless links.

1 Introduction

Wireless sensor network (WSN) consist of a collection
of sensors nodes which monitor the specific elements
from the surrounding and eventually transmit this in-
formation to other nodes or sink. In addition to dif-
ferent types of sensors, these nodes are also equipped
with a small battery and a low power transceiver.
Sensors periodically sense the environment and col-
lects measurements. Depending on the application,
these measurements are transmitted to one or multi-
ple nodes for processing. Therefore, WSNs are found
to be useful in multiple areas of life. In military, these
networks are found to be useful for surveillance and
monitoring of hostile territories [1]]. Similarly, WSNs
are also used to monitor the growth of forests and
vegetation. They also evaluate temperature, humid-
ity and pressure of these areas to examine the grad-
ual variations in environment. In health care, these
sensor networks monitor the condition of patient and
in case of any abnormalities, these networks immedi-
ately alert the concerned authorities [1}[2].

Despite the advancements in WSNs over the past
decade, security at Physical Layer of WSNs has not
been sufficiently explored. Since sensor nodes are low
powered and energy limited devices, therefore, secu-
rity techniques that consume large amount of power
are not feasible for WSNs [3}/4]. In addition to this,
provisioning of security under minimal hardware
complexity is also a daunting task. In this backdrop,

research community is being gravitated towards Phys-
ical Layer Security (PLS) techniques. PLS exploits the
physical characteristics of the wireless channel such
as random fading and thermal noise, for securing the
wireless link between two legitimate users [5]. In this
regard, many existing works suggest that WSNs expe-
rience multiple type of fading (i.e. Rayleigh, Rician
and Nakagami-m). Rayleigh fading channel has been
used in literature to model the fading characteristics
of the wireless channel. In [[6], Cheng et.al concluded
that in mobile to mobile communication, the line of
sight (LOS) component gradually diminishes and the
received signal amplitudes follow Rayleigh distribu-
tion. The empirical studies conducted in [6] also sug-
gest that in 5.9 GHz range when the distance between
transmitted and received node is less than 5 m the fad-
ing characteristics of channel follow Rician distribu-
tion. The authors in [7] proposed as a result of exten-
sive simulations that Rayleigh fading is most suitable
in congested city roads. In [_8], the authors describe
that Nakagami-m being a versatile model is suitable
for various channel conditions. In case when nodes
are close to each other it converges to Rician fading.
Similarly, when nodes are far from each other it ap-
proaches Rayleigh fading channel.

Recently, a few studies have considered PLS in
wireless networks. Saad et.al in [9] utilized tree based
formulation of network to provide secure communi-
cation in uplink wireless networks. A distributed tree
formation algorithm was proposed which converged
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to equilibrium state. The authors in [9] also evalu-
ated secrecy per node and path qualification prob-
ability based on tree formation algorithm. In [10],
Pinto et.al studied the PLS of a Poisson distributed
network. The authors quantified the isolation prob-
ability and secrecy capacity of all the neighbors of a
node. It was found that there exist innate connection
between spatial position of eavesdropper and secrecy
capacity. Similarly, the authors in [11]] derived secrecy
outage expression for wireless sensor networks under
correlated Weibull fading. Using graph theory, Zhang
et.al in [12] provided in-depth analysis of secrecy, rate
and network connectivity. The authors illustrated that
there exist a trade-off between secrecy capacity and
network connectivity. Finally, in [13], authors pro-
vided a resource allocation scheme under the con-
straints of PLS. The paper applied Kuhn-Munkres
(KM) algorithm on weighted bipartite graphs to gain
significant improvements in secrecy capacity.

It may be highlighted that above mentioned works
considered similar fading at the main and wiretap
link. However, due to random attributes of fading
channel (considering mobility of objects such as vehi-
cles and human beings in the environment), two sen-
sor nodes may experience completely different kind of
fading. Therefore, the assumption of similar channel
fading is not true for all practical scenarios. Moreover,
these studies assumed that the Channel State Infor-
mation (CSI) of eavesdropper is available at the trans-
mitter. Since a passive eavesdropper does not fre-
quently communicate, therefore, it is very difficult to
obtain the CSI of all the eavesdroppers in the network.
In view of foregoing arguments, this paper provides
a comprehensive analysis of outage probability of se-
crecy capacity under dissimilar fading at the main and
eavesdropper link. Moreover, intermediate trusted re-
lays have been used to provide Optimal Secure Path
(when CSI of receiver and eavesdropper is available)
and Sub-optimal Secure Path (when CSI of receiver is
available only). Random Selection (RS) of nodes has
been used as a benchmark scheme to prove the signif-
icance of our proposed schemes.

The remainder of this paper is organized as fol-
lows. Sec. II provides details of system model; Sec.
III derives the outage probability when links are sub-
jected to Rician and Nakagami-m fading. In Sec. IV
detailed discussion on simulation results is presented.
Finally, Sec. V, provides concluding remarks.

2 System Model

Let us consider a group of N x M sensor nodes de-
ployed in a two dimensional square area as shown in
Figure 1. It is assumed that all the sensor nodes are
equipped with communication and sensing capabil-
ity. Also, all network entities are assumed to have sin-
gle antenna which experience statistically indepen-
dent flat fading. The nodes share information from
one end of the network to another end using the inter-
mediate sensor nodes. This scenario can occur quite
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often in area where sensor nodes are deployed far
away from each other and direct communication link
is not available between source and destination nodes.
Some common examples are forest fire detection sys-
tem and industrial WSNs. Let us now consider that
a source node wants to send a message to destination
node. In the absence of a direct link between source
and destination, the source node delivers the confi-
dential message to nodes present in the very next hop
i.e. receiving node. The received signal with power P
at the next hop from can be expressed as

OA Sensor Node OA Destination Node _— B:ﬁ:z

OA Source Node .A Eavesdropper Wil‘l"iit;l’
e R A
b b S
M—ZOA [ | ()A\A OA OA
@O o® , 0% o°
B I

Figure 1. System Model.

Y (£) = VPhy,s () +ng,

where s is the transmitted signal, h,, represents the
main channel between source node and the receiving
node. Additionally, ng represents the zero mean addi-
tive white Gaussian noise (AWGN) with variance N
due to the electronics at receiver. Then the instanta-

neous signal-to-noise ratio (SNR) for the received sig-

< wri 2P
nal is written as x,, = R

Due to the broadcast nature of wireless signal, the
eavesdropper also receives the transmitted signal. It
is assumed that all the eavesdroppers in the network
are passive and do not participate in the network to
jam or interfere the transmission of messages. More-
over, these eavesdroppers do not collude and work in-
dependently. In view of above, the received signal at
a single eavesdropper (Eve) is written as

Ye(t) = VPhes(t)+n,, (2)
where 1, is the AWGN at eavesdropper, h, represents
the wiretap channel between Tx and Eve. The instan-
taneous signal-to-noise ratio (SNR) at eavesdropper
for the received signal is given as x, = W&ﬁ

The channel capacity for both the main link and
wiretap link can be written as C,, = log,(1 + x,,) and
C. = log,(1+x,), respectively. According to Wyner, the
positive difference between main link capacity and
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wiretap link capacity is called the secrecy capacity
and expressed as [14]

Csec = [an_ce]+' (3)

3 Outage Probability Analysis

Following section derives a closed-form outage prob-
ability expression under the consideration of dissim-
ilar fading at main and wiretap link. To be specific,
we consider two different scenarios: (1) When Eaves-
dropper link experiences arbitrary fading and main
link experiences Rayleigh fading; and (2) when main
link experiences arbitrary fading and wiretap link ex-
periences Rayleigh fading. In this regard, an outage
event occurs when Cj,. falls below some target rate
R, > 0. Hence, the probability of outage is given as

Pour = Pr{csec < Rs} . (4)

The outage probability can also be re-written as
Pout =1 = Peoys (5)

where P,.,, = Pr{C;,. > R,} is the coverage probability,
which can be expressed as

1+x
Pcov = Pr[logz(Txm) > RS:| .
e

Py :Pr(xm > 2R (1 +xe)—1).

(6)

(7)

Using (7) we can define probability limits as

Peow = j j me,Xe (xmr xe)dxmdxw (8)
0 J2Rs(1+x,)-1

where fx  x, (xp, x.) is the joint PDF of x,, and x,. By
exploiting the independence of x,,,x,, we get

Pegy = Lw [1-Fx,, (2% (1+x) -1 )] . fi (%) dxe, (9)

where Fy is the Cumulative Distribution Function
(CDF) of x,,,.

3.1 Random Fading at Eavesdropper
If the main link is subjected to Rayleigh fading then
Fy  is written as

Fx (x) =1 —exp(—fﬂ), (10)

Xm

where X, is the average SNR of the main link. After
simplification we obtain above equation as

2R 1\ 2Rsx
i )L fxe(xe)exp(— }Wf)dxe.
(11)

Peoy = €xp (_

According to the definition of Moment Generating
Function (MGF), the MGF of a positive random vari-
able B is written as

M(r)= L fp(t)exp(rt) dt,

where fg is the PDF of B.

(12)
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3.1.1 Rician Fading

Let us now consider the case when eavesdropper ex-
periences Rician fading then the CDF of instanta-
neous SNR can be written as

er(xe):l—Q(\/ﬁ, 21;_:—Kxe), (13)

e

where K is the ratio of power of LOS component and
the power of multipath components and Q(.,.) is the
Marcum - Q function. The MGF is given by [15]

1+K rK x,
— |exp =
1+K-rx, 1+K-rx,

MRician (1) = ( ): (14)

then the outage probability is given as

2R 1
Pout: 1—exp(— x

) MRician (1’) (15)

m

3.1.2 Nakagami-m Fading

When the wiretap link undergoes Nakagami-m fad-
ing, then the CDF of instantaneous SNR is given as

y (m %)
[(m) '

Fx, (x.) = (16)

where m is the Nakagami Shape factor which repre-
sents the number of multipath clusters in the environ-
ment and y(.,.) and I'(.) are the incomplete and com-
plete Gamma function respectively.

1

m

MNukagami (r)= (17)

Hence, the expression of outage probability, when
eavesdropper experiences Nakagami-i, is obtained as

2R 1

Poyr =1 —eXP(— ) MNakagami (r). (18)

m

Also note that for K =1 or m =1, (18) resolves to well
known case of Rayleigh fading.

3.2 Random Fading at Transmitter

Now we consider the case when main link experi-
ences random fading and the wiretap link undergoes
Rayleigh fading. To evaluate this condition the above
mentioned expression of outage probability can be re-
written as

1
Py = Pr(xe < F (19)

378


http://www.astesj.com

F. Jameel et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 2, No. 3, 376-383 (2017)

After some mathematical manipulations, above ex-
pression can be written as

PCOV:JOO PX?((1+XM)_1 )-me(xm) dxm

2Rs

(20)

It is to be noted that the incomplete MGF of a random
variable g is given as

M(r,w) = J fp(t)exp(rt) dt (21)

where fg is the PDF of B.

3.2.1 Rician Fading

Using the above expression of CDF of Rician fading,
we can obtain the incomplete MGF of x,, as [15]

1+K
Mician (1, @) = (1 +K—r%m)eXp(1+K—rfm

(1+K)K 1+K

Now PB,,; is given as

Pour = Fx,, (ZRS - 1)+exp (—1 ;ZRS

)MRiciun (r,w).
(23)

e

3.2.2 Nakagami-m Fading

Similarly, Using the CDF of Nakagami-m fading,the
incomplete MGF of x,, is given as [[15]

L (g -r))
T(m)(1— )"

m

MNakagumi (rw)= (24)

where I'(,.) is the complementary incomplete Gamma
function. Outage probability now yields

Pput = Fx,, (2% - 1)+exp(—1 _;Rs

) MNakagami (r,w).

(25)

e

4 Secure Path Algorithms

This section proposes two algorithms namely, Opti-
mal Secure Path (OSP) and Sub-optimal Secure Path
(SSP) as shown in Figure 2 and Figure 3, respectively.
The objective of both algorithms is to find the most
secure path from source to destination under spec-
ified constraints. However, before discussing these
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algorithms individually, it is pertinent to highlight
that following assumptions are made regarding the
characteristics of sensor devices:

(1) Each sensor node is given a unique ID.

(2) Each sensor node is able to locate its position us-
ing techniques like trilateration and multilateration
or with the help of GPS.

(3) Each sensor node has the ability to acquire the
position of nodes that fall under its communication
range.

(4) Eavesdroppers are uniformly distributed in the
network.

41 OSP

In the literature of PLS, a common assumption is that
the CSI of eavesdropper is available at the transmit-
ter [[16,/17]]. In this case, transmitting node can decide
by calculating the secrecy capacity of each node in the
next hop. After performing calculations, the transmit-
ter can select a node which ensures maximum secrecy
capacity. The objective function for OSP can be writ-

ten as
a nax C, 26
rg ic sec ( )

s.t. R, >0

Initialize Network
Source = s

Destination = d
N= Total Hops , Hop=0
T

¥
For node s, find next hop ‘ Yes .
r==p neighbors M and Eves E in === dew —=»| Seti=d === Terminate
sensing range

Calculate Cyec(i, /)
using Cy,,; and C, ; Hop <N

Select max_Csec(i, j) and No
ieh Jek
sets=1i
Hop = Hop+1
T

Figure 2. Optimal Secure Path (OSP).

4.2 SSP

In contrast, it is more realistic approach to assume
non-availability of eavesdroppers’ CSI. It is due to the
fact that CSI of passive eavesdroppers’ is difficult to
obtain. Moreover, the CSI obtained during one time
slot may become outdated after a while, which may
lead to imperfect estimation. In this context, it is fea-
sible to select a path which maximizes the capacity of
main link. Hence, the objective function for SSP be-
comes

C 27
argmax C; (27)
s.t. R, >0
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Initialize Network
Source = 5
Destination = d
N= Total Hops , Hop=0
T

1
¥

For node s, find next hop

Yes
neighbors M in sensing d ‘E'M ==p Seti=d === Terminate
range

-—>

No

Yes
Calculate Cp, ; -

Select No
max Gy, and sets = i
T Cmi
Hop = Hop+1

Figure 3. Sub-optimal Secure Path (SSP).

It is worthwhile to note that our proposed schemes
can easily be reduced to the case when partial infor-
mation of eavesdroppers is available, i.e. the CSI of
some of the eavesdroppers is available. This scenario
can occur in WSNs where some of the eavesdroppers
are legitimate nodes of the network, while others are
not part of the networks.

5 Results and Discussion

This section provides comparison of results obtained
from the simulation of OSP and SSP algorithms when
main/ wiretap link undergo random fading as dis-
cussed in Section 3. For generation of simulation re-
sults, we have considered sparse network and dense
network as shown in Figure 4 and Figure 5, respec-
tively. Simulation parameters are provided in Table
1.

Parameter Value
Simulation Area 1000 %1000
Sensor Nodes (Sparse Network) 25

Sensor Nodes (Dense Network) 361

No. of Eavesdroppers 10
Rayleigh Channel Variance 1

Rician Channel Variance 1
Nakagami-m Channel Variance 1

Rician K factor 10
Nakagami-m shape parameter (m) | 3

Channel Realizations 103

Noise -50dB
Target Secrecy Rate (R;) 1 bit/s/Hz

Table 1. Simulation Parameters

Figure 6 plots the end to end outage probability
against the increasing values of transmit power for
OSP, SSP and RS schemes for sparse network shown
in Figure 4. It can be easily observed from the graphs
(a) and (b) that the outage probability reduces with
the increase in transmit power. Moreover, it can be
seen that OSP out performs SSP and RS in case of both
Rician and Nakagami-m fading.
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Figure 4. Sparse Network.
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Figure 5. Dense Network.

In Figure 6(a) it can be observed that outage per-
formance of Rician/Rayleigh link is better than
Rayleigh/Rician link for all schemes. It is due to
the fact that in case of Rician/Rayleigh link the main
link undergoes Rician fading with K = 10. Since
K > 1 refers to improvement in LOS power over the
power of multipath components, therefore the main
link experiences less fading in comparison to wire-
tap link and the outage probability is reduced. Sim-
ilarly, in Figure 6(b), it is evident from the plot that
for a particular value of transmit power, the outage
probability of Nakagami-m/Rayleigh link is less than
Rayleigh/Nakagami-m link where m = 3. It is due to
the fact that m > 1 corresponds to reduction in fading
and therefore reduction in outage probability.

Figure 7 reiterates the observations highlighted
in Figure 6 by plotting end to end outage proba-
bility as a function of (a) Rician-K factor and (b)
Nakagami-m shape parameter for sparse network. In
Figure 7(a) it can be seen that the end to end out-
age probability rapidly decreases with the increase
in Rician-K parameter when main/wiretap link un-
dergoes Rician/Rayleigh fading. Conversely, the out-
age performance deteriorates with the increase in
Rician-K parameter when main/wiretap link under-
goes Rayleigh/Rician fading.
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Figure 6. End-End outage probability versus transmit
power OSP, SSP and RS (a) Rician (b) Nakagami-m.

The Figure 7(b) shows similar response for
Nakagami-m channel. It can easily be observed that
for the increasing values of shape parameter m, the
Nakagami-m/Rayleigh channel performs better than
Rayleigh/Nakagami-m. It is worth noting that for
both Rician and Nakagami-m fading, OSP performs
better than the SSP. However, if the main link expe-
riences less fading in comparison to the wiretap link
then the sub-optimal scheme (i.e. SSP) performs very
close to OSP. This fact signifies the importance of us-
ing SSP in practical scenarios where legitimate chan-
nel is better than eavesdropper’s channel.

Figure 8 plots the end to end outage probability
against the target secrecy rate R; for (a) Rician fad-
ing (b) Nakagami-m fading for sparse network. It can
be seen from the graphs that with the increase in R;,
the outage probability also increases for both OSP and
SSP. It is due to the fact that as the target thresh-
old increases, it becomes difficult to maintain secure
communication under given channel conditions. This
leads to increase in the occurrence of outage events
which eventually increases the outage probability. It
is can also be observed that in case of Rayleigh/Rician
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and Rayleigh/Nakagami-m, OSP and SSP converge to
1 with increase in R;. On the contrary, the curves of
OSP and SSP diverge with the increase in R for Ri-
cian/Rayleigh and Nakagami-m/Rayleigh.
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Figure 7. End-End outage probability versus (a)
Rician-K factor (b) Nakagami-m shape parameter.

Figure 9 shows the end to end outage probabil-
ity against the increasing values of transmit power for
sparse and dense network. It can be seen that the end
to end outage probability in case of dense network is
better than that of sparse network for same number of
eavesdroppers. The advantage obtained by using mul-
tiple relays is also evident from the plot. We can see
that using multiple relays offers spatial diversity, due
to which the end to end outage probability decreases
as the network become dense. It can be observed that
effect of spatial diversity is more pronounced where
main link is better than wiretap link.

6 Conclusion

In this article, we have discussed implications of
dissimilar fading on the secrecy performance of
WSNs. We derived closed form expression of out-
age probability for four scenarios i.e. Rayleigh/Rician,
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Rician/Rayleigh, Rayleigh/Nakagami-m, Nakagami-
m/Rayleigh. We then provided two algorithms i.e.
OSP and SSP to enhance link security. A detailed com-
parison of OSP, SSP and RS was presented with OSP
performing better than SSP and RS. However, when
CSI of eavesdropper is unavailable to the transmit-
ter, the SSP algorithm is a better and more practical
choice. Finally, it was revealed that OSP performs bet-
ter in dense network due to increased spatial diversity.
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Figure 8. End-End outage probability as a function of
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Figure 9. End-End outage probability versus transmit

power for Sparse and Dense Network.
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